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Liechtenstein Legal Gazette
2009 no. 98 issued on 23 February 2009

Ordinance
of 17 February 2009

on Professional Due Diligence for the Prevention
of Money Laundering, Organised Crime and
Financing of Terrorism (Due Diligence
Ordinance; SPV)

On the basis of Art. 38 of the Act of 11 December 2008 on professional
due diligence for the prevention of money laundering, organised crime and the
financing of terrorism (Due Diligence Act; SPG), LGBI. 2009 no. 47%, the
Government decrees:

I. General provisions

Art. 1
Object and Purpose

1) This Ordinance governs in particular:

a) the identification and verification of the identity of the contracting party
and the beneficial owner;

b) the content of the business profile;

c) supervision of business relationships at a level that is commensurate with
the risk;

1 LR 952.1
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d)

9)
h)

risk assessment, simplified and enhanced due diligence, states with strate-
gic deficiencies, delegation and outsourcing of due diligence and global
monitoring;?2

the procedure to be adopted when reporting to the Financial Intelligence Unit
FIU;

record-keeping requirements and internal organisation;
the performance of inspections;

the requirements for the appointment of auditors, auditing companies and
audit offices subject to special legislation;?

the requirements of risk-based supervision and the electronic reporting sys-
tem.*

2) It serves to transpose and/or implement the following EEA laws and

regulations:5

a)

b)

Directive (EU) 2015/849 of the European Parliament and of the Council of
20 May 2015 on the prevention of the use of the financial system for the
purposes of money laundering and terrorist financing, amending Regula-
tion (EU) no. 648/2012 of the European Parliament and of the Council and
repealing Directive 2005/60/EC of the European Parliament and of the
Council and Commission Directive 2006/70/EC (OJ. L 141 of 5.6.2015, p.
73);

Regulation (EU) 2015/847 of the European Parliament and of the Council
of 20 May 2015 on information accompanying transfers of funds and re-
pealing Regulation no. 1781/2006 (OJ. L 141 of 5.6.2015, p. 1).

3) Repealed®

Art. 2
Politically exposed persons

1) The following offices shall be deemed to be prominent public functions

within the meaning of Art. 2 (1) h) of the Act — unless they are only junior or
middle-ranking offices:

2)

heads of state, heads of government, ministers, deputy ministers, secretaries
of state and prominent party officials;’

~No o bh wN

Art. 1 (1) d) amended by LGBI. 2017 no. 215.
Art. 1 (1) h) amended by LGBI. 2020 no. 485.
Art. 1 (1) i) inserted by LGBI. 2017 no. 215.
Art. 1 (2) amended by LGBI. 2017 no. 215.
Art. 1 (3) repealed by LGBI. 2017 no. 215.
Art. 2(1) a) amended by LGBI. 2013 no. 43.
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b) Members of Parliament or members of comparable state legislative bodies;?

c) members of supreme courts, constitutional courts or other high-ranking ju-
dicial bodies whose decisions are not subject to further appeal, except in
exceptional circumstances;

d) members of the courts of auditors or the managing board and executive
bodies of central banks;

e) ambassadors, chargés d’affaires and high-ranking officers in the armed
forces;

f) members of the managing board, executive bodies or supervisory bodies
of state-owned enterprises;

g) directors, deputy directors and members of the executive body, as well as
similar office holders at international governmental organisations.®
2) The following shall be deemed immediate family members within the
meaning of Art. 2 (1) h) of the Act:
a) the spouse;
b) the partner considered equivalent to a spouse under national law;
c) children and their spouses or partners;
d) parents.
3) Persons known to be close associates within the meaning of Art. 2 (1)
h) of the Act shall include natural persons who:°

a) are known to have joint beneficial ownership of legal entities together with a
politically exposed person or are known to maintain other close business re-
lations with a politically exposed person;

b) have sole beneficial ownership of a legal entity which is known to have
been set up for the de facto benefit of a politically exposed person.

4) Holders of prominent public functions in Liechtenstein shall not be
deemed politically exposed persons as defined in Art. 2 (1) h) of the Act in
their capacity as:'*

a) a member of the foundation board, board of directors or of the trustee as
referred to in Art. 3 (1) b) no. 2; or

b) a protector as referred to in Art. 3 (1) b) no. 3.

8 Art. 2 (1) b) amended by LGBI. 2017 no. 215.
9 Art. 2 (1) g) inserted by LGBI. 2017 no. 215.
10 Art. 2 (3) amended by LGBI. 2017 no. 215.
1 Art. 2 (4) inserted by LGBI. 2017 no. 215.
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a)

b)

5) The FMA shall provide further details concerning measures to determine
politically exposed persons in a directive.!?

Art. 3

Beneficial owners and recipients of distributionst®

1) The following shall be deemed to be beneficial owners:4

in corporate bodies, including establishments with a corporate structure or
trust enterprises, and companies without legal personality:*®

1.

natural persons, who ultimately directly or indirectly:

aa) hold or control a share or voting right amounting to 25 % or more
in such legal entities;

bb) have a share of 25 % or more in the profits of such legal entities;
or

cc) exercise control over the management of such legal entities in an-
other way; 16

natural persons, who are members of the executive body if — after ex-
hausting all alternatives and provided there are no grounds for suspi-
cion — no such person as referred to in no. 1 can be identified;

for foundations, trusteeships and establishments with a structure similar to
that of a foundation or trust enterprises:*’

1.

natural persons, who are effective, non-fiduciary sponsors, founders or
settlors, irrespective of whether they exercise control over the legal en-
tity after its foundation;

natural or legal persons who are members of the foundation board or
board of directors or of the trustee;

any natural persons who are protectors or persons in similar or equiva-
lent functions;

natural persons who are beneficiaries;

if the beneficiaries have yet to be determined, the group of persons, in
whose interests the legal entity is primarily established or operated.

12
13
14
15
16
17

Art. 2 (5) inserted by LGBI. 2017 no. 215.

Art. 3 heading amended by LGBI. 2017 no. 215.

Art. 3 (1) amended by LGBI. 2015 no. 249.

Art. 3 (1) a) introductory sentence amended by LGBI. 2017 no. 215.
Art. 3 (1) a) no 1. cc) amended by LGBI. 2017 no. 353.

Art. 3 (1) b) introductory sentence amended by LGBI. 2017 no. 215.
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9)

h)

a)
b)
c)
d)

6. inaddition to the above, the natural persons who ultimately control the
legal entity through direct or indirect ownership rights or in any other
way;

in insurance contracts: the natural persons who ultimately pay the insurance
premiums;?®

in regional authorities or authorities in EEA Member States or in Switzer-
land or in institutions of the EU and the EEA: the legal entity;*°

at the Liechtensteinische Post Aktiengesellschaft, acting as a direct con-
tracting partner in its own name and for its own account: the legal entity;

in banks, investment firms, fund trading platforms, central depositaries and
insurance undertakings, acting as a direct contracting party in their own
name and for their own account: the legal entity;?

in institutions referred to in f), that meet the requirements of Art. 14 (1) b)
of the Act and act as a direct contracting partner in their own name and for
their own account: the legal entity;?

for beneficiaries as referred to in (1) b) no. 4 in respect of whom the con-
tracting partner furnishes proof that a legal entity as defined in Art. 2 (1)
b) of the Act is concerned in this case: the legal entity;?

in tax-exempt occupational pension schemes with registered office in the
EEA or Switzerland, acting as a direct contracting partner in their own
name and for their own account: the legal entity.?*

2) Control for the purposes of (1) shall mean in particular the ability:

to dispose of the assets of the legal entity;

to amend the provisions that have a formative influence on the legal entity;
to change the beneficial interest; or

to influence the exercise of the controlling functions referred to in a) to c).

3) For associations and societies without legal personality that pursue char-

itable or non-commercial objectives pursuant to Art. 2 (1) b) of the Act, the
natural persons who are members of the executive body are to be recorded
using Form C set out in Annex 1.%

18
19
20
21
22
23
24
25

Art. 3 (1) c) amended LGBI. 2015 no. 250.
Art. 3 (1) d) amended by LGBI. 2017 no. 353.
Art. 3 (1) e) inserted by LGBI. 2017 no. 215.
Art. 3 (1) f) inserted by LGBI. 2017 no. 215.
Art. 3 (1) g) inserted by LGBI. 2017 no. 215.
Art. 3 (1) h) inserted by LGBI. 2017 no. 215.
Art. 3 (1) i) inserted by LGBI. 2017 no. 215.
Art. 3 (3) inserted by LGBI. 2017 no. 215.
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4) For units or voting rights, directly or indirectly held by legal entities and
in respect of which the shareholding instruments are listed on a regulated mar-
ket, that is subject to disclosure requirements in conformity with EEA law or
subject to equivalent international standards, that guarantee adequate transpar-
ency of information concerning ownership, the identity of the beneficial own-
ers does not have to be determined.?

5) For condominium associations, co-ownership associations registered in
the Land Register and other legal associations with a similar objective the iden-
tity of the beneficial owners does not have to be determined.?”

6) The provisions of (1) to (5) shall apply mutatis mutandis to the determi-
nation of the recipients of distributions. For recipients of distributions in re-
spect of which the contracting partner furnishes proof that a legal entity as
defined in Art. 2 (1) b) of the Act is concerned in this case, it is sufficient to
determine the identity of the legal entity.?®

Art. 4%
Repealed

Art. 5
Designations

Terms used to designate persons, functions and professional titles in this Or-
dinance are to be understood as referring to both the male and female gender.

26 Art. 3 (4) inserted by LGBI. 2017 no. 215.
27 Art. 3 (5) inserted by LGBI. 2017 no. 215.
28 Art. 3 (6) inserted by LGBI. 2017 no. 215.
29 Art. 4 repealed by LGBI. 2017 no. 215.
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I1. Due diligence

A. Identification and verification of the identity of the contracting
party and the beneficial owner

1. Identification and verification of the identity of the contracting party

Art. 6%
Basic Principle

1) When embarking upon a business relationship or concluding an occa-
sional transaction, the person subject to due diligence shall establish the iden-
tity of the contracting party and verify that identity by consulting a supporting
document (original or certified copy) relating to the contracting party and ob-
taining and recording the following particulars:

a) for natural persons: name, forename, date of birth, residential address, state
of residence and nationality;,

b) for legal entities: name or company style, legal form, address of registered
office, state of domicile, date established, place and date of entry in the
Commercial Register, where applicable, and the names of the bodies or
trustees acting formally on behalf of the legal entity in the relationship with
the person subject to due diligence.

2) The person subject to due diligence shall sign and date the documenta-
tion referred to in (1).

3) The persons subject to due diligence shall ascertain that each person
purporting to act on behalf of the contracting party is authorised to do so. The
persons subject to due diligence shall establish the identity of such persons by
documentation of the information referred to in (1) a) and verify such particu-
lars by consulting a supporting document (original or certified copy) or by
means of signature authentication (Art. 9).

30 Art. 6 amended by LGBI. 2017 no. 215.
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Confirmatory documents
Art. 7
a) Natural persons

1) For natural persons a valid official identity document bearing a photo-
graph, specifically a travel document (passport, identity card) or a driving li-
cence will constitute a confirmatory document. A travel document shall be
valid if it entitles the contracting party to enter the Principality of Liechtenstein
at the time when the identity of the contracting party is established and veri-
fied.3t

2) If the contracting party is unable to produce such a document from his
home state, he must obtain a confirmation of identity from the competent au-
thorities of his place of residence.

Art. 8
b) Legal entities
1) The following may be used as confirmatory documents for legal entities
that are registered in the Commercial Register:3?

a) an extract from the Commercial Register issued by the Commercial Regis-
ter authorities;*

b) a written extract from a database held by the Commercial Register author-
ities; or

c) a written extract from a reliable, privately managed directory or similar
database.
2) The following may be used as confirmatory documents for legal entities

that are not registered in the Commercial Register:*

a) an official certificate issued in Liechtenstein;

b) the statutes, the formation documents or the constitutive agreement;

c) a confirmation of the information referred to in Art. 6 (1) b) by the ap-
pointed auditor of the annual financial statements;

d) an official authorisation to conduct the activity; or

31 Art. 7 (1) amended by LGBI. 2017 no. 215.

32 Art. 8 (1) Introductory sentence amended by LGBI. 2013 no. 12.
33 Art. 8 (1) a) amended by LGBI. 2013 no. 12.

34 Art. 8 (1) b) amended by LGBI. 2013 no. 12.

35 Art. 8 (2) Introductory sentence amended by LGBI. 2013 no. 12.



SPV 952.11

e) a written extract from a reliable, privately managed directory or a similar
database.

Art. 9
Authentication

The confirmation of the authenticity of the copy of a confirmatory docu-
ment or the authenticity of a signature may be issued by:

a) abranch or group member company of the person subject to due diligence;

b) another person subject to due diligence referred to in Art. 3 (1) a) to i) of
the Act, a solicitor, a trustee, an auditor or an asset manager, who is subject
to Directive (EU) 2015/849 or an equivalent regulation and supervision;
0r36

c) a notary or another public office that normally issues such authentication
documents.

Art. 10
Form and handling of the documents
1) Repealed®

2) When embarking upon a business relationship or concluding an occa-
sional transaction the persons subject to due diligence shall issue a copy of the
original or the authenticated copy of the supporting document referred to in
Art. 7 or 8 and confirm thereon that they have inspected the original or the
authenticated copy, and place the signed and dated copy in the due diligence
files.%®

3) The documents required for verification of identity must reflect the cur-
rent circumstances. Certificates of authentication, register extracts and confir-
mations by the appointed auditor of the annual financial statements may not be
more than twelve months old.

36 Art. 9 b) amended by LGBI. 2017 no. 215.
37 Art. 10 (1) repealed by LGBI. 2017 no. 215.
38 Art. 10 (2) amended by LGBI. 2017 no. 215.
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2. ldentification and verification of the identity of the beneficial owner

Art. 11%
Written declaration of the contracting party

1) In order to establish and verify the identity of the beneficial owner the
persons subject to due diligence must obtain and record the particulars referred
to in Art. 6 (1) a). The documentation shall be dated.

2) Notwithstanding the fulfilment of the obligations referred to in Art. 7 to
Art. 7b of the Act, the persons subject to due diligence must have the accuracy
of the data to be collected in the forms confirmed by the contracting party:“

a) by means of a signature; or
b) by means of an equivalent procedure, by means of which:

1. the contracting party or a person authorised by that party is clearly iden-
tified; and

2. the integrity of the data and its authentication by the contracting party
is guaranteed.

3) In order to meet the obligation referred to in Art. 7 (2) of the Act, the
persons subject to due diligence should not rely exclusively on the information
contained in registers with particulars concerning beneficial owners.

4) For pooled accounts, collective custody accounts or group policies, the
persons subject to due diligence are not obliged to ask the contracting party to
provide the confirmation referred to in (2). They must however hold a full reg-
ister of the beneficial owners and ensure that they are informed immediately
of any change. Annual reporting will suffice for collective risk life insurance
— depending on the individual risk - if this nevertheless guarantees supervision
commensurate with the risk. The register shall contain the particulars referred
to in (1) in respect of each beneficial owner.

39 Art. 11 amended by LGBI. 2017 no. 215.
40 Art. 11 (2) amended by LGBI. 2019 no. 350.

10
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Art. 11a%
Record-keeping and use of forms 4

1) The persons subject to due diligence shall keep records of the measures
taken to establish the identity of the beneficial owners in accordance with Art.
3(1)a).

2) Once established, the identities of the beneficial owners referred to in Art.
3 (1) a) and b) shall be documented using the appropriate forms in Annex 1
(FormCorT).®

3) The determination of the identity of recipients of distributions as re-
ferred to in Art. 7a (2) of the Act is to be recorded using Form D as set out in
Annex 2.4

4) If the person to be recorded pursuant to Art. 3 (1) b) no. 1 has already
died within ten years before the time a business relationship is commenced or
occasional transactions are concluded, his or her identity shall be determined
using a form provided by the FMA; if the person concerned died more than ten
years previously it will be sufficient to identify that person in the business pro-
file.®s

Art. 12%
Repealed

Art. 13%
Repealed

4 Art. 11a inserted in LGBI. 2015 no. 249.

42 Art. 11a subject heading amended by LGBI. 2015 no. 250.
43 Art. 11a (2) inserted by LGBI. 2015 no. 250.

4 Art. 11a (3) inserted by LGBI. 2017 no. 215.

45 Art. 11a (4) inserted by LGBI. 2017 no. 215.

46 Art. 12 repealed by LGBI. 2017 no. 215.

47 Art. 13 repealed by LGBI. 2017 no. 215.

11
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3. Common provisions

Art. 14%

Safeguards in business relationships and transactions without personal
contact

1) For business relationships and transactions without personal contact,
personal observation and verification of identity as referred to in Art. 6 and 11
may be replaced by appropriate safeguards.

2) The FMA shall provide more specific details concerning the safeguards
referred to in (1) in a guideline.

Art. 15
Repetition of the identification and verification of identity

1) If, in spite of repeating the process to identify them and verify their iden-
tity, doubts persist in respect of the data concerning the contracting party or
the beneficial owner, the persons subject to due diligence must terminate the
business relationship and keep a proper record of outward movements of as-
sets.

2) The persons subject to due diligence are not permitted to terminate the
business relationship if the requirements for the reporting obligation referred
to in Art. 17 (1) of the Act have been met.

3) If the policy-holder of an existing insurance contract is replaced by a
different policy-holder — specifically as a consequence of an assignment - the
identity of the contracting party and the beneficial owner must be ascertained
and verified once again.*®

Art. 16%
Correspondent banking relations

1) Persons subject to due diligence as listed in Art. 3 (1) a) to i) of the Act
who provide correspondent banking services for corresponding respondent in-
stitutions from third countries shall, in the case of transitory accounts, satisfy
themselves that the respondent institution:

48 Art. 14 amended by LGBI. 2017 no. 215.
49 Art. 15 (3) amended by LGBI. 2017 no. 215.
50 Art. 16 amended by LGBI. 2017 no. 215.

12
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a) has verified the identity of persons having direct access to the accounts of
the respondent institution;

b) has subjected these persons to constant due diligence scrutiny; and

c) would be able, at the request of the person subject to due diligence, to pro-
vide the data required to comply with such due diligence regulations.

2) When obtaining information to assess the reputation of the respondent
institution as referred to in Art. 11 (5) a) of the Act, it shall also be considered
whether the respondent institution has already been the subject of investiga-
tions or supervisory measures in connection with money laundering or the fi-
nancing of terrorism.

Art. 17%
Repealed

Art. 18
Information and documents when commencing a business relationship

1) All information and documents required for the identification and veri-
fication of the identity of the contracting party and the beneficial owner must
be complete and available in an appropriate form when the business relation-
ship commences, or when an occasional transaction is carried out.*?

2) In derogation of (1) the persons subject to due diligence may undertake
the verification of the identity of the contracting party or the beneficial owner
after embarking upon a business relationship, if this is necessary to maintain
the normal conduct of business and there is a low risk of money laundering
and terrorist financing further to Art. 10 of the Act. In such a case the person
subject to due diligence shall carry out the verification as soon as possible after
the first contact and ensure that no outward movement of assets takes place in
the meantime.®

3) In derogation of (1) the persons subject to due diligence as referred to in
Art. 3 (1) a) of the Act may proceed with the opening of a bank account —
including accounts through which securities transactions may be conducted —,
provided that adequate safeguards are put in place to ensure that transactions
(including inward and outward payments) are not conducted until the duties of

51 Art. 17 repealed by LGBI. 2017 no. 215.
Art. 18 (1) amended by LGBI. 2013 no. 43.
Art. 18 (2) amended by LGBI. 2017 no. 215.

[0
[N
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due diligence referred to in Art. 5 (1) a) and b) of the Act have been performed
in full.>*

Art. 19%
Use of qualifying certificates by legal persons

Confirmation as referred to in Art. 11 (2) may also be given by legal per-
sons using their qualifying electronic seal or using a qualifying electronic sig-
nature of a natural person authorised to represent the legal person.

B. Business profile

Art. 20
Content of the business profile
1) The business profile referred to in Art. 8 of the Act shall contain the
following details:
a) contracting party and beneficial owner;

b) authorised agents and bodies dealing with the person subject to due dili-
gence;

c) origin of the deposited assets;*

d) financial background of the total assets, including occupation and business
activity of the actual contributor of the assets; and®

e) intended use of the assets.

2) The level of detail to be provided in the information referred to in (1) c)
to e) will depend on the degree of risk in the business relationship.

3) The person subject to due diligence shall record the particulars referred
to in (1). The documentation shall be dated and signed.*

54 Art. 18 (3) amended by LGBI. 2017 no. 215.
55 Art. 19 amended by LGBI. 2021 no. 71.

56 Art. 20 (1) c) amended by LGBI. 2017 no. 215.
57 Art. 20 (1) d) amended by LGBI. 2017 no. 215.
58 Art. 20 (3) inserted by LGBI. 2017 no. 215.

14
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C. Risk-appropriate monitoring of the business relationship

Art. 21%°
Computerised Systems

1) Where persons subject to due diligence have 100 managed business re-
lationships or more, they must use a computerised system to enable them to
identify business relationships and transactions with politically exposed per-
sons; this shall apply irrespective of the number of managed business relation-
ships for persons subject to due diligence referred to in Art. 3 (1) r), s) and t)
of the Act.

2) In the application of enhanced due diligence as referred to in Art. 11 of
the Act, persons subject to due diligence referred to in Art. 3 (1) r) of the Act
shall employ state-of-the-art computerised systems to investigate the transac-
tion history of the relevant virtual currencies and tokens for business relation-
ships and transactions with an increased risk.

Art. 22
Investigations

1) Simple investigations as referred to in Art. 9 (3) of the Act shall serve
to validate the plausibility of circumstances or transactions that deviate from
the business profile. The person subject to due diligence shall obtain, evaluate
and document the information that is appropriate to clarify and explain the
background to such circumstances or transactions in this connection.%

2) In the context of special investigations as referred to in Art. 9 (4) of the
Act, the person subject to due diligence shall obtain, evaluate and document
the information that is appropriate to eliminate or corroborate any factors giv-
ing rise to such suspicions as referred to in Art. 17 (1) of the Act.

59 Art. 21 amended by LGBI. 2019 no. 350.
60 Art. 22 (1) amended by LGBI. 2017 no. 215.

15
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D. Risk assessment and simplified and enhanced due diligence®!

Art. 22382
Risk assessment

1) The current risk must be taken into account in the allocation of business
relationships and transactions in accordance with Art. 9a (4) of the Act.

2) The risk assessment is to be documented in such a way as to enable
competent third parties to form a reliable opinion of the individual risks and
the use of simplified and enhanced due diligence. Art. 28 shall otherwise apply.

3) The risk assessment referred to in Art. 9a (1) and (3) of the Act shall be
updated at regular intervals, at least once every three years. The risk assess-
ment must also be updated in the event of relevant, risk-changing incidents.

Art. 2208
Simplified due diligence

1) If the persons subject to due diligence have identified a minor risk with
reference to money laundering, organised crime and terrorist financing as re-
ferred to in Art. 10 of the Act, the confirmation on the copy of the supporting
document as referred to in Art. 10 (2) may be dispensed with, provided that the
identification and verification of identity is guaranteed through other measures
taken. The other measures referred to in Annex 1 Section B of the Act are not
affected.

2) Repealed®

3) In the case of units of undertakings for collective investment that meet
the requirements of Directive 2009/65/EC or Directive 2011/61/EU and that
have been subscribed or are held by legal entities as defined in Art. 3 (1) ) or
g), who are or were acting as a direct contracting party in their own name, but
for the account of third parties, the obligation referred to in Art. 6 (1) and Art.
7 (1) and (2) of the Act shall have been met, if the person subject to due dili-
gence:%

61 Heading before Art. 22a amended by LGBI. 2017 no. 215.

62 Art. 22a inserted by LGBI. 2017 no. 215.

63 Art. 22b inserted by LGBI. 2017 no. 215.

64 Art. 22b (2) repealed by LGBI. 2019 no. 350.

65 Art. 22b (3) Introductory sentence amended by LGBI. 2017 no. 353.

16
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a) verifies the identity of the subscribing institution from a unit register or a
subscription certificate;

b) by adopting a risk-based approach, takes measures to make certain that on
the basis of the customer, product and country risk assessment, the risk
with reference to money-laundering, organised crime and terrorist financ-
ing is minor; and

c) examines the internal control and supervisory measures of the subscribing
institution, in order to make certain that the subscribing institution per-
forms appropriate due diligence measures, adopting a risk-based approach,
in respect of its own customers as set out in Art. 5 (1) of the Act.

3a) (3) shall not apply to investment undertakings subject to the Investment
Undertakings Act.%

3b) The FMA may provide more specific details concerning the application
of (3) in a directive.5

4) The persons subject to due diligence referred to in Art. 3 (1) a) of the
Act may in the case of a lawyer or a firm of lawyers authorised under the
Liechtenstein Lawyers Act and legal agents as defined in Art. 108 of the Liech-
tenstein Lawyers Act be deemed to have performed the obligation referred to
in Art. 7 (1) and (2) of the Act, if the lawyer or legal agent confirms in a dec-
laration made in writing that the accounts or deposits exist purely to serve one
of the following purposes:

a) settlement and, if applicable, short-term investment in association therewith
of advance payments on court costs, security deposits, taxes and duties
payable under public law (identified for example as "Advance payments
on court costs, security deposits, taxes and duties payable under public
law™);

b) deposit and, if applicable, investment in association therewith of assets from
a pending inheritance distribution or execution of a will (identified for ex-
ample as "Deceased estate™ or "Inheritance distribution™);

c) deposit/investment of assets from a pending division of property in a di-
vorce or separation (identified for example as "Division of property di-
vorce");

d) security deposit/investment of assets in civil-law or public-law matters
(identified for example as "Blocked deposit share purchase”, "Security de-
posit contractor’s deposit", "Security deposit real estate gains tax");

66 Art. 22b (3a) inserted by LGBI. 2017 no. 353.
67 Art. 22b (3b) inserted by LGBI. 2017 no. 353.
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e) security deposit/investment of assets in civil-law or public-law matters be-
fore ordinary courts or arbitration tribunals and in proceedings of enforce-
ment law (identified for example as "Advances", "Provision of security bail
bonds", "Insolvency assets", "Arbitration tribunal proceedings").%

5) The person subject to due diligence shall label the accounts and deposits
referred to in (4) appropriately.

Art. 23%°
Enhanced due diligence in respect of politically exposed persons

Persons subject to due diligence must apply enhanced due diligence on a
continual basis in respect of business relationships with politically exposed
persons. The FMA shall provide more specific regulations in a directive.

Art. 23a™
States with strategic deficiencies

States with strategic deficiencies as defined in Art. 2 (1) u) of the Act are
listed in Annex 4.

E. Delegation and outsourcing of due diligence and global
monitoring™

Art. 24
Delegation of due diligence

1) If the person subject to due diligence assigns the identification and ver-
ification of the identity of the contracting party or the beneficial owner, or the
drawing up of the business profile to a delegate as referred to in Art. 14 (1) of
the Act:

a) the person subject to due diligence shall ensure that the delegate obtains or
issues the documents and information in accordance with the provisions of

68 Art. 22b (4) e) amended by LGBI. 2020 no. 445.

69 Art. 23 amended by LGBI. 2017 no. 215.

70 Art. 23a amended by LGBI. 2017 no. 215.

7 Heading before Art. 24 inserted by LGBI. 2017 no. 215.
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b)

the Act and this Ordinance, and transmits them immediately to the person
subject to due diligence in the Principality of Liechtenstein, together with
a note on the identity of the person conducting the identification and veri-
fication; and

the delegate shall confirm by his signature that:"

1. the copies produced in connection with the identification and verifica-
tion process conform to the originals or authenticated copies; and

2. the written declaration required in connection with the identification
and verification of the identity of the beneficial owner has been ob-
tained from the contracting party or a person authorised by that party.

2) The delegation shall be documented.
3) The delegate is not permitted to sub-delegate.™
4) A person subject to due diligence as referred to in Art. 3 (1) a) to i) of

the Act satisfies the requirements stated in Art. 14 (1) a) or b) nos. 1 and 2 of
the Act and (1) by its strategies and procedures applied on a group-wide basis
pursuant to Art. 16 of the Act, if the following requirements are met:™

a)

b)

the person subject to due diligence uses information from a delegate who
is a member of the same group;

the due diligence measures, recording duties and undertakings in respect
of internal organisation applied in this group are consistent with Directive
(EU) 2015/849, the Due Diligence Act and this Ordinance or an equivalent
regulation; and

the effective implementation of the requirements mentioned under b) is
monitored at group level by the competent authority of the home Member
State or the third country.

5) In the cases set out in (4) the persons subject to due diligence may use

copies of the documents obtained within the group for the determination and
verification of the identity of the contracting party and the beneficial owner as
referred to in Art. 5 (1) a) and b) of the Act.”™®

72
73
74

75

Art. 24 (1) b) amended by LGBI. 2017 no. 215.
Art. 24 (3) amended by LGBI. 2017 no. 215.
Art. 24 (4) inserted by LGBI. 2017 no. 215.

Art. 24 (5) inserted by LGBI. 2017 no. 215.
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Art. 24a™
Outsourcing

1) Provided that the fulfilment of the obligations under this Act and this
Ordinance is guaranteed, the monitoring of the business relationship to a de-
gree that is commensurate with the risks involved in accordance with Art. 5
(1) d) of the Act, may be undertaken exclusively by outsourcing service pro-
viders for the persons subject to due diligence, if;

a) the outsourcing arrangement is based on a written contract;
b) the outsourcing provider:”

1. is another person subject to due diligence in accordance with the Act;
or

2. isanatural or legal person domiciled in another EEA Member State or
third country pursuant to Art. 14 (1) b) of the Act;

c) itis contractually guaranteed that the outsourcing service provider is sub-
ject to the relevant internal instructions of the person subject to due dili-
gence for the performance of these operations, without reservation or re-
striction; the person subject to due diligence must also have a direct,
unrestricted right of instruction over the outsourcing service provider with
reference to the performance of risk-appropriate monitoring;

d) itis contractually established that the following documents are to be trans-
mitted to the person subject to due diligence located in the Principality of
Liechtenstein, at least once a quarter:™

1. documents showing all transactions and the asset situation; and

2. the documentation in respect of the simple investigations conducted
pursuant to Art. 9 (3) of the Act;

e) the person subject to due diligence is contractually granted a full, unim-
peded right of inspection and examination at all times. The outsourcing
service provider shall undertake to transmit the relevant files to the person
subject to due diligence located in the Principality of Liechtenstein imme-
diately at the latter’s request;

f) in cases in which it conducts special investigations as referred to in Art. 9
(4) of the Act and/or produces suspicious activity reports as referred to in
Art. 17 of the Act, the outsourcing service provider is contractually obliged
to transmit the relevant documents immediately to the person subject to
due diligence in the Principality of Liechtenstein;

76 Art. 24a inserted by LGBI. 2013 no. 43.
77 Art. 24a (1) b) amended LGBI. 2017 no. 215.
78 Art. 24a (1) d) amended by LGBI. 2017 no. 215.
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g) the outsourcing service provider does not delegate the tasks assigned to it
to a third party.

1a) Provided that the fulfilment of the obligations under the Act and this
Ordinance can be guaranteed, the identification and the verification of the iden-
tity of the contracting party and the beneficial owner and the production of the
business profile in accordance with Art. 5 (1) a) to c) of the Act may be carried
out by outsourcing service providers for the person subject to due diligence,
if:”®
a) the outsourcing arrangement is based on a written contract;

b) it is contractually guaranteed that the outsourcing service provider is sub-
ject to the relevant internal instructions of the person subject to due dili-
gence for the performance of these operations, without reservation or re-
striction; the person subject to due diligence must also have a direct,
unrestricted right of instruction over the outsourcing service provider with
reference to the identification and verification of the identity of the contract-
ing party and the beneficial owner, and the production of the business profile;

c) itis contractually guaranteed that the outsourcing service provider will ob-
tain or issue the documents and information in accordance with the provi-
sions of the Act and this Ordinance and immediately transmit them to the
person subject to due diligence located in the Principality of Liechtenstein,
together with a note on the identity of the person performing the identifi-
cation and verification;

d) the outsourcing service provider does not delegate the tasks assigned to it
to a third party; and®

e) the outsourcing service provider is not based in a state with strategic defi-
ciencies as referred to in Art. 2 (1) u) of the Act.®!

2) Even if tasks are outsourced, the person subject to due diligence in the
Principality of Liechtenstein shall remain responsible for compliance with the
due diligence obligations.

3) The supervisory authority may prohibit the person subject to due dili-
gence from outsourcing the risk-appropriate monitoring operation, the identi-
fication and verification of the identity of the contracting party and the benefi-
cial owner, and the production of the business profile, or from continuing with
such outsourcing arrangements.®

3a) Repealed®

79 Art. 24a (1a) inserted by LGBI. 2015 no. 77.

80 Art. 24a (1a) d) amended by LGBI. 2017 no. 215.
81 Art. 24a (1a) e) inserted by LGBI. 2017 no. 215.
82 Art. 24a (3) amended by LGBI. 2017 no. 215.

83 Art. 24a (3a) repealed by LGBI. 2017 no. 215.
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4) The guidelines concerning the outsourcing of business set out in Annex
6 of the Banking Ordinance are reserved.

Art. 25
Global monitoring

1) Persons subject to due diligence as referred to in Art. 3 (1) a) to i) of the
Act shall for the purpose of monitoring the risks associated with money launder-
ing, organised crime and financing of terrorism as referred to in Art. 16 of the
Act, ensure in particular that:3

a) where it proves necessary, the internal audit department and the external
auditors of the group have access to information on individual business
relationships in all group companies. A central database of the contracting
parties and the beneficial owners will not be required at group level, nor
will it be necessary for the internal supervisory bodies of the group to have
central access to local databases; and

b) the companies of the group provide the competent bodies of the group with
the information that is essential for the global monitoring of the risks asso-
ciated with money laundering, organised crime and the financing of terror-
ism.

2) Persons subject to due diligence as referred to in Art. 3 (1) a) to i) of the
Act forming part of a domestic or foreign group, shall grant the internal audit
department and the external auditors of the group access to information about
specific business relationships if required, if this is necessary for the global
monitoring of the risks associated with money laundering, organised crime and
terrorist financing.®

3) Repealed?®®

84 Art. 25 (1) introductory sentence amended by LGBI. 2017 no. 215.

85 Art. 25 (2) amended by LGBI. 2017 no. 215.
86 Art. 25 (3) repealed by LGBI. 2017 no. 215.
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I11. Reporting obligation

Art. 26
Reporting to the Financial Intelligence Unit

1) The report referred to in Art. 17 (1) of the Act shall contain all infor-
mation that is required to enable the Financial Intelligence Unit to assess the
situation.

2) The Financial Intelligence Unit shall confirm receipt of the suspicious ac-
tivity report in writing.8”

3) The Financial Intelligence Unit may issue directions for the production
of reports and a standard reporting form.®

4) The indicators of money laundering, organised crime and financing of
terrorism are listed in Annex 3.%°

IV. Documentation and internal organisation

Art. 27
Due diligence files

1) The due diligence files shall contain, in particular, the records and
vouchers issued and consulted in order to comply with the provisions of the
Act and this Ordinance. They must specifically contain:

a) the documents and records that have been used to identify and verify the
identity of the contracting party and the beneficial owner;

a") in the case referred to in Art. 3 (1) d) to i), (3) and (4), proof that the
necessary conditions for these provisions to apply have been met;*®

b) the business profile referred to in Art. 8 of the Act;

c) the documentation concerning any investigations conducted in accordance
with Art. 9 of the Act and all documents, records and vouchers consulted
in this connection;

87 Art. 26 (2) amended by LGBI. 2016 no. 101.

88 Art. 26 (3) amended by LGBI. 2013 no. 287.

89 Art. 26 (4) inserted by LGBI. 2017 no. 215.

2 Art. 27 (1) a") inserted by LGBI. 2017 no. 215.
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c) the reason for the application of simplified or enhanced due diligence pur-
suant to Art. 10 and 11 of the Act.®!

d) records with details of transactions and if applicable, the asset value;®

d®®) for business relationships or transactions concerning virtual currencies
and/or tokens of persons subject to due diligence, the TT (trusted technol-
ogy) identifier referred to in Art. 2 (1) d) TVTG (Token and TT Service
Provider Act); and®

e) any reports to the Financial Intelligence Unit in accordance with Art. 17
(1) of the Act.

2) The documents and records referred to in (1) a) and b) are customer-
related records and vouchers, while those referred to in (1) c) to e) are transac-
tion-related records and vouchers in the meaning of Art. 20 (1) of the Act.

Art. 28
Creation, storage and access®

1) The due diligence files shall be set up and stored in such a way that:
a) the required duties of due diligence can be discharged at all times;

b) they enable third parties with specialist qualifications to make a reliable
judgement concerning compliance with the provisions of the Act and this
Ordinance; and

c) requests from competent domestic authorities and courts, auditors, audit
and supervisory bodies can be met in full within a reasonable timescale.
2) The due diligence files may be stored in writing, electronically or in

another similar format, if:

a) conformity with the underlying documents can be guaranteed;

b) they are accessible at all times; and

c) they can be presented in a readable form at any time.

3) The integrity and legibility of the image and data storage media held in
the meaning of (2) shall be subject to regular checks.

4) The examination of the records may not be more onerous or take up
more time than the examination of the underlying documents.

91 Art. 27 (1) cs) inserted by LGBI. 2017 no. 215.
92 Art. 27 (1) d) amended by LGBI. 2019 no. 350.

93 Art. 27 (1) dY) inserted by LGBI. 2019 no. 350.
9 Art. 28 heading amended by LGBI. 2013 no. 43.
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5) The due diligence files shall be held at a storage site in Liechtenstein
that is accessible at all times.

6) The officer responsible for due diligence compliance, the investigating
officer and the responsible member of the executive body referred to in Art.
22 (1) of the Act are to be given access to the due diligence files at any time to
enable them to perform their duties.*

Art. 29
Electronic records®

1) If electronic records are kept, they must contain the following infor-
mation:®¥’
a) names of the persons responsible for record-keeping;
b) nature and scale of the documents recorded,;
c) place and date of recording;
d) any damage to the documents and the image or data storage media noted
in the course of recording or storage.

2) The records shall be checked for errors immediately upon completion of
the recording; if any errors are noted the recording process must be repeated.

Art. 30%
Repealed

Art. 31
Internal instructions

1) The persons subject to due diligence shall issue internal instructions set-
ting out how the obligations arising from the Act and this Ordinance are to be
met in practice, and ensure that all employees involved in the business rela-
tionships are aware of them.

2) The instructions shall regulate, in particular:

95 Art. 28 (6) amended by LGBI. 2017 no. 215.

9 Art. 29 Subject heading amended by LGBI. 2017 no. 215.

97 Art. 29 (1) introductory sentence amended by LGBI. 2017 no. 215.
98 Art. 30 repealed by LGBI. 2017 no. 215.
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a)

b)

c)

the duties, responsibility, competence and hierarchical status of the internal
functions referred to in Art. 22 of the Act;

the contents, maintenance the storage of the due diligence files; specific
rules governing organisation, competence and technical procedures shall
be required in particular for electronic recording and reproduction;

the procedure for ensuring the identification and verification of the identity
of the contracting parties and beneficial owners and for ensuring the busi-
ness relationships are monitored is carried out;

c) the procedure for ensuring the business profile is updated;®

d)

e)

9)
h)

k)

the approach to be adopted by employees in the circumstances or transac-
tions referred to in Art. 9 (2) to (4) of the Act, in particular the procedure
for notification of the compliance officer and the procedure to be adopted
in reporting to the Financial Intelligence Unit;

the factors they apply to determine risks pursuant to Art. 9a (1) and (2) of
the Act and Art. 22a of this Ordinance;'®

the control and supervisory measures as referred to in Art. 9a (5) of the Act
they apply to counter the risks identified;'*

the cases in which the executive body must be informed;%

the main features of the training and development of the employees in-
volved in the business relationships;*%

the commercial policy towards politically exposed persons and the risk
management system used to ascertain whether a politically exposed person
is involved in a business relationship; and

appropriate testing procedures to be used in the recruitment of new em-
ployees in order to guarantee high standards with reference to their relia-
bility and integrity. This may also be documented in other appropriate in-
ternal documents.1%

3) The instructions are to be issued at executive level 1%

99

100
101
102
103
104
105
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Art. 31 (2) cs) inserted by LGBI. 2017 no. 215.
Art. 31 (2) e) amended by LGBI. 2017 no. 215.

Art. 31 (2) f) amended by LGBI. 2017 no. 215.

Art. 31 (2) g) amended by LGBI. 2017 no. 215.
Art. 31 (2) h) amended by LGBI. 2017 no. 215.
Art. 31 (2) k) amended by LGBI. 2017 no. 215.
Art. 31 (3) amended by LGBI. 2017 no. 215.
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Art. 321
Training and development

The persons subject to due diligence shall make provision for on-going,
comprehensive training and development of the employees involved in the
business relationships. This shall include instruction on the regulations for the
prevention and combating of money laundering, predicate offences to money
laundering, organised crime and the financing of terrorism as well as instruction
in data protection law, in particular:

a) the obligations arising from the Act and this Ordinance;
b) the relevant provisions of the Criminal Code;
c) the internal instructions referred to in Art. 31;

d) information that will enable the employees to recognise transactions that
are possibly connected with money laundering, organised crime or terrorist
financing and to act correctly in such cases;

e) the relevant provisions of data protection legislation.

Art. 337
Duties of the contact person

1) The contact person shall provide the contact between the person subject
to due diligence and the supervisory authority.

2) The supervisory authority is to be informed immediately of the appoint-
ment and/or replacement of the contact person.

Art. 34108
Duties of the officer responsible for due diligence compliance

The compliance officer shall:

a) support and advise the executive body in the implementation of the due
diligence legislation and the structure of the internal organisation required
in order to comply with the legislation, without taking over the executive
responsibility;

b) draft the internal instructions (Art. 31);

106 Art. 32 amended by LGBI. 2017 no. 215.
107 Art. 33 amended by LGBI. 2017 no. 215.
108 Art. 34 amended by LGBI. 2017 no. 215.
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c) plan and monitor the internal training and development of employees in-
volved with the business relationships (Art. 32); and

d) draft a report on his or her activities over the preceding year by the end of
March of each year. This activity report shall be communicated to the FMA
on request.®

Art. 35
Duties of the investigating officer

1) The investigating officer shall ensure compliance with the Act, this Or-
dinance and the internal instructions. He shall conduct internal inspections to
achieve this. He shall check in particular, whether:

a) the required records are properly drawn up and stored,;

b) the records referred to in a) confirm that the obligations of due diligence
are being met;

c) any reporting obligation has been duly met; and

d) any requests from competent domestic authorities can be met in full within
a reasonable timescale.'

2) The investigating officer shall draft a report on the inspections con-
ducted regarding the preceding year by the end of March of each year and for-
ward this to the executive management and the compliance officer. This report
is to be communicated to the FMA on request.!t

Art. 36112

Specific provisions for compliance officers, investigating officers and
members of the executive body

1) The compliance officer, the investigating officer and the responsible
member of the executive body as referred to in Art. 22 (1) of the Act must have
an in-depth knowledge in matters of the prevention and combating of money
laundering, predicate offences to money laundering, organised crime and ter-
rorism financing as well as data protection law, and be familiar with the current
developments in those fields.

109 Art. 34 d) amended by LGBI. 2017 no. 353.
110 Art. 35 (1) d) amended by LGBI. 2017 no. 215.
111 Art. 35 (2) amended by LGBI. 2017 no. 353.
112 Art. 36 amended by LGBI. 2017 no. 215.
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2) Sufficient powers shall be granted to the responsible member of the ex-
ecutive body.

3) The duties of the compliance officer and the investigating officer may
also be delegated to appropriately qualified internal or external individuals or
specialist units.

4) Even if functions are delegated, compliance officers and investigating
officers shall remain responsible for the proper performance of their functions.

5) The supervisory authority shall be notified immediately of any appoint-
ment of or change in the officers referred to in (1).

V. Oversight

A. Risk-based oversightt

Art. 37114
Risk profile

1) In the preparation of the risk profile pursuant to Art. 23a (2) of the Act,
the supervisory authority shall pay particular attention to the following factors.
An overall understanding of all factors is essential to the risk assessment in all
cases:

a) the products and services offered by the person subject to due diligence;
b) size of the person subject to due diligence in terms of:
1. the number of employees involved in business relationships; and

2. the number of business relationships (balance, new and terminated) as
defined in Art. 2 (1) c) of the Act;

¢) number of business relationships subject to simplified due diligence in ac-
cordance with Art. 10 of the Act, including information on the nature of
the minor risks;

™) number of business relationships with normal due diligence;!®

d) number of business relationships subject to enhanced due diligence in ac-
cordance with Art. 11 of the Act, including information on the nature of
the heightened risks;

113 Heading before Art. 37 amended by LGBI. 2017 no. 215.
114 Art. 37 amended by LGBI. 2017 no. 215.
115 Art. 37(1) c) inserted by LGBI. 2019 no. 350.
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e)

9)

h)

nationality and number of politically exposed persons as defined in Art. 2
(1) h) and referred to in Art. 11 (4) of the Act, with whom business rela-
tionships are maintained;

number of business relationships in which the members of the executive
body have been identified as beneficial owners pursuant to Art. 3 (1) a) no.
2;

number of business relationships as referred to in Art. 35a of the Act and
the amount of the assets concerned,;

results of past inspections in accordance with Art. 24 and 25 of the Act,
taking into account in particular:

1. the form of the risk-appropriate monitoring performed pursuant to Art.
9 of the Act;

2. the risk assessment of the person subject to due diligence in accordance
with Art. 9a of the Act;

3. the structure of the internal organisation pursuant to Art. 21 and 22 of
the Act;

4. the nature and number of observations and measures to restore the law-
ful state of affairs in accordance with Art. 40; and 116

5. the reports referred to in Art. 34 and 35 on the activities of the compli-
ance officer and the investigating officer;

supervisory measures as referred to in Art. 28 of the Act;
offences and infringements as referred to in Art. 30 of the Act;
administrative offences as referred to in Art. 31 of the Act;

m) sector risk, defined by the national risk analysis pursuant to Art. 29¢ of the

Act.

2) For banks and branches of foreign banks, the following factors are to be

taken into account in addition to the factors mentioned in (1):

a)

b)

the respective overall volume of cash receipts and payments and non-cash
inward and outward payments per year, taking into account the domicile
or registered office of the contracting party;

domicile of the effective contributors and/or beneficial owners as defined
in Art. 2 (1) e) of the Act in connection with Art. 3 (1) a) no. 1 and b) no.
1 of this Ordinance;

number and nature of the business relationships as referred to in Art. 13 of
the Act;

116
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Art. 37 (1) h) no. 4 amended by LGBI. 2019 no. 350.
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d) number of business relationships as referred to in Art. 35 of the Act and
amount of the assets concerned,;

e) amount of customer assets under management according to the domicile or
registered office of the contracting party; and

f) number of business relationships with funds and total value of the assets
contained therein.

3) For persons subject to due diligence referred to in Art. 3 (1) d) of the
Act, the following factors are to be taken into account in addition to the factors
mentioned in (1):

a) number of life assurance policies with one-off premiums and their propor-
tion in relation to the total premium volume;

b) number of life assurance policies with illiquid assets;

c) number of (partial) redemptions per year and their total value;

d) number of changes in the policy holder in existing life assurance policies
per year; and

e) domicile of natural persons as referred to in Art. 3 (1) c).

4) For persons subject to due diligence referred to in Art. 3 (1) k) of the
Act the following factors are to be taken into account in addition to the factors
mentioned in (1):

a) domicile of the effective contributors and/or beneficial owners as defined
in Art. 2 (1) e) of the Act in connection with Art. 3 (1) a) no. 1 and b) no.
1 of this Ordinance;

b) number of business relationships with bearer instruments;

c) number of business relationships in which external natural or legal persons
have individual signing power with the bank or joint signing authority be-
tween themselves; and

d) number of business relationships in which external natural or legal persons
have individual signing power at executive level or joint signing authority
between themselves.

5) For persons subject to due diligence referred to in Art. 3 (1) I) of the Act
the following factors are to be taken into account in addition to the factors
mentioned in (1):

a) number of occasional transactions transacted in the past calendar year in
accordance with Art. 135 of the Gambling Ordinance;

b) number of occasional transactions subject to simplified due diligence in
accordance with Art. 10 of the Act, including information concerning the
nature of the minor risks; and
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c)

number of occasional transactions subject to enhanced due diligence in ac-
cordance with Art. 11 of the Act, including information concerning the na-
ture of the heightened risks.

6) For agents as referred to in Art. 3 (2) of the Act, of persons subject to

due diligence as referred to in Art. 3 (1) b) and h) of the Act the following
factors are to be taken into account in addition to the factors mentioned in (1):

a)

b)

number of business relationships and occasional transactions subject to
simplified due diligence in accordance with Art. 10 of the Act, including
information concerning the nature of the minor risks;

number of business relationships and occasional transactions subject to en-
hanced due diligence in accordance with Art. 11 of the Act, including in-
formation concerning the nature of the heightened risks; and

the total volume of inward payments according to country of origin and
outgoing payments according to recipient country.

6a) For persons subject to due diligence referred to in Art. 3 (1) r), s) and

t) of the Act the following data and information is to be taken into account, as
well as the factors referred to in (1):%Y

a)
b)

c)
d)

e)

9)

the nature and structure of the TT services;
TT systems and computerised systems referred to in Art. 21 used per year;
virtual currencies and/or tokens used;

for business relationships referred to in Art. 2 (1) c) of the Act: the number
and respective volume of transactions per year taking into account the
domicile or registered office of the contracting party and the beneficial
OWners;

for occasional transactions referred to in Art. 2 (1) ¢) of the Act: the number
and respective volume of occasional transactions per year, taking into ac-
count the domicile or registered office of the contracting party and the ben-
eficial owners;

the number of TT keys stored and total volume of the assets, in respect of
which on the basis of the TT key stored a right of disposal exists for the TT
key stored, per year, taking into account the domicile or registered office
of the contracting party and the beneficial owners; and

the number of TT tokens stored, including the relevant total value, per year,
taking into account the domicile or registered office of the contracting
party and the beneficial owners.

117
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7) For persons subject to due diligence as referred to in Art. 3 (3) of the
Act the number of business relationships (balance, new and terminated) as re-
ferred to in Art. 2 (1) c) of the Act and the number of occasional transactions
as referred to in Art. 2 (1) d) and Art. 5 (2) b), e) and g) of the Act are to be
taken into account.

8) The supervisory authority may use data and information concerning per-
sons subject to due diligence that is already available in order to produce the
risk profile.

9) It shall re-evaluate and record the risk profile on a regular basis.

10) It shall provide the mandated auditors, auditing companies and audit
offices subject to special legislation with the information relevant to the per-
formance of inspections as referred to in (1) to (7) in good time.!®

11) The FMA shall establish more specific details in a notice.

Art. 37a%°
Risk-based standard inspections

1) Standard inspections by mandated auditors and auditing companies are
to be performed according to the following schedule:!

a) for banks and persons subject to due diligence referred to in Art. 3 (1) d)
of the Act: annually;

b) for persons subject to due diligence referred to in Art. 3 (1) k) of the Act:
every three years;'?

c) for investment companies and persons subject to due diligence referred to in
Art. 3(1) b), ¢), e to i), ), n), p) and qg) of the Act and branches of foreign
banks: every four years; and?

d) for persons subject to due diligence referred to in Art. 3 (1) r), s) and t) of
the Act: for the first time in the first year after starting the business activity,
subsequently every two years.'

2) In individual cases the supervisory authority may deviate from the fre-
guency of inspections listed in (1), depending on the individual risk.

118 Art. 37 (10) amended by LGBI. 2020 no. 485.
119 Art. 37a inserted by LGBI. 2017 no. 215.

120 Art. 37a (1) introductory sentence amended by LGBI. 2020 no. 485.
121 Art. 37a (1) b) amended by LGBI. 2019 no. 350.

122 Art. 37a (1) c) amended by LGBI. 2019 no. 350.

123 Art. 37a (1) d) inserted by LGBI. 2019 no. 350.
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3) The frequency of the standard inspections to be conducted by the super-
visory authority is governed by the risk presented by the person subject to due
diligence referred to in Art. 37. The supervisory authority shall establish its
annual inspection schedule for the standard inspections, depending on the in-
dividual risk presented by the persons subject to due diligence.

4) The scope of the standard inspections referred to in (1) and (3) is deter-
mined by the risk presented by the person subject to due diligence.

5) The supervisory authority may establish priorities for the performance
of standard inspections.

6) The supervisory authority may establish more specific rules in a di-
rective.

Art. 37pb2
Reporting obligation and duty of disclosure

1) In order to facilitate the risk-based oversight the persons subject to due
diligence shall communicate the data and information referred to in Art. 37 (1)
a) to g) and (2) to (7) every year, as follows:

a) tothe FMA through an electronic reporting system that the latter will pro-
vide;
b) the Bar Association using a notification form that the latter will provide.

2) Persons subject to due diligence referred to in Art. 3 (3) of the Act shall
report the data and information referred to in Art. 37 (7) as specified below:

a) The reporting period shall refer to the past calendar year.

b) Insofar as no business relationships were managed or no occasional trans-
actions were transacted during a calendar year, a nil-return must be rec-
orded.

c) The supervisory authority may request further information as defined in
Art. 37 (1) and (4) from persons subject to due diligence referred to in Art.
3 (3) of the Act.

3) The communication referred to in (1) shall be made by 31% March of the
respective year. The communication shall record the position as at 315 Decem-
ber of the respective previous year.

4) In individual cases the supervisory authority may individually adjust the
frequency of the communications referred to in (1). Such an adjustment may

124 Art. 37b inserted by LGBI. 2017 no. 215.
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only be considered if the risk presented by a person subject to due diligence is
clearly higher or lower than the sector risk.

5) If persons subject to due diligence referred to in Art. 3 (3) of the Act
who hold a business licence terminate their operations, they shall inform the
FMA immediately in writing. 1%

B. Inspections'#

Art. 381
Basis for inspections
The inspections referred to in Art. 24 and 25 of the Act shall be based on
the following, in particular:
a) the due diligence files referred to in Art. 20 of the Act;

b) the report of the due diligence compliance officer and the investigating of-
ficer referred to in Art. 34 d) and Art. 35 (2);

c) the internal instructions referred to in Art. 21 (1) of the Act;
d) the risk assessment referred to in Art. 9a of the Act; and

e) the list of the active business relationships recorded during the inspection
period, on which the respective risk allocation is based.

Art. 39
Formal and material inspections

1) The formal inspections involve verification whether the data and records
required by law have been produced in full. This will involve a compliance
audit to monitor compliance with the documentation and storage obligations
referred to in Art. 20 of the Act.

2) The material inspection shall consist of an evaluation of the substance
of the due diligence measures taken. It will therefore involve a plausibility
check and a review of the system. In particular an evaluation shall be made as
to whether:

125 Art. 37b (5) amended by LGBI. 2020 no. 469.
126 Heading before Art. 38 inserted by LGBI. 2017 no. 215.
127 Art. 38 amended by LGBI. 2017 no. 215.
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a)

b)

9)

a)
b)

d)

appropriate organisational measures as referred to in Art. 21 of the Act
have been taken;

the due diligence obligations set out in the Act and this Ordinance have
been complied with in substance, in particular, whether the information
and reports contained in the due diligence files can be extrapolated in a
plausible manner;

in the light of the results of the investigations conducted, the reporting ob-
ligation referred to in Art. 17 (1) of the Act has been complied with;!?8

any circumstances exist that would jeopardise smooth business operations
and proper conduct of business in the meaning of the Act;

the risk assessment meets the requirements of the stipulations referred to
in Art. 9a (1) to (4) and (6) of the Act;'?®

the internal inspection and supervisory measures pursuant to Art. 9a (5) of
the Act have been properly and effectively implemented;*°

the simplified and enhanced due diligence meets the requirements of Art.
10 and 11 of the Act.*3

Art. 40
Inspection report

1) The inspection report shall contain as a minimum:
Information on findings;**

Repealed!

the measures prescribed in order to restore legal compliance; and

an assessment of whether, in the light of the inspection results, smooth op-
eration of business and proper conduct of business in the meaning of the
Act appear to be guaranteed.

2) Repealed™*

128
129
130
131
132
133
134
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Art. 39 (2) c) amended by LGBI. 2017 no. 215.
Art. 39 (2) e) inserted by LGBI. 2017 no. 215.
Art. 39 (2) f) inserted by LGBI. 2017 no. 215.
Art. 39 (2) g) inserted by LGBI. 2017 no. 215.
Art. 40 (1) a) amended by LGBI. 2019 no. 350.
Art. 40 (1) b) repealed by LGBI. 2019 no. 350.
Art. 40 (2) repealed by LGBI. 2017 no. 215.
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Art. 41
Retention

1) The working papers produced in the course of the inspection and all
documents and data media associated with them are to be kept in safekeeping
in Liechtenstein, in a way that will ensure that requests from competent do-
mestic authorities can be met within a reasonable timescale.

2) The working papers, documents and data media are to be retained for
ten years from completion of the relevant inspections.

C. Mandated auditors, auditing companies and audit offices
subject to special legislations

Art. 42136
Conditions

1) Proof of participation in external training and development as referred
to in Art. 26 (1) c) of the Act for at least one half-day per calendar year must
be provided. This must include the communication of the knowledge referred to
in Art. 32 a), b), d) and e).

2) The auditing company or audit office subject to special legislation shall
appoint one or more auditor who will have primary responsibility for the per-
formance of inspections.*%

3) Auditors referred to in (2) must possess the required skills for the per-
formance of inspections and must be authorised by the FMA. The FMA shall
establish more specific details concerning the required skills in a notice.

135 Heading before Art. 42 amended by LGBI. 2020 no. 485.
136 Art. 42 amended by LGBI. 2017 no. 215.

137 Art. 42 (2) amended by LGBI. 2020 no. 485.
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V1. Final provisions

Art. 43
Repeal of existing law
The following are repealed:

a) Ordinance of 11" January 2005 to the Due Diligence Act (Due Diligence
Ordinance, SPV), LGBI. 2005 no. 6;

b) Decree of 22" February 2005 concerning the amendment of the Legal Ga-
zette 2005 no. 6, LGBI. 2005 no. 47.

Art. 44
Entry into force

This Ordinance shall come into effect at the same time as the Due Diligence
Act of 11" December 2008.

signed. Otmar Hasler
Head of the Princely Govern-
ment
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Annex 1138
(Art. 3 (3) and Art. 11a (2))

Forms for the identification of beneficial owners
referred to in Art. 3 (1) a) and b) SPV

A. Form for the identification of the ultimate beneficial owner of legal
entities referred to in Art. 3 (1) a) SPV (Form C)

Legal entity / account-holder:

The following person has been identified as beneficial owner in accordance with
Art.3(1) a) SPV:

o a natural person who directly or indirectly ultimately holds or controls a
share or voting rights amounting to 25% or more in this legal entity or has
a share of 25% or more in its profit

o a natural person who ultimately exercises control over this legal entity in
another way

o a natural person who is a member of the executive body, if - after exhaust-
ing all alternatives and provided there are no grounds for suspicion - no
such person as mentioned above has been identified

NaME e
FOrBNAME s
Date Of DIFth oo
NAIONAILY oo
HOME QAAIESS o
POSICOOBITOWN et
State of Residence

PIAaCE/DAtE: oo
For the contracting party:

138 Annex 1 amended by LGBI. 2017 no. 215.
39



952.11 sy

Name(s) of the signatory(ies):

Deliberately providing false information on this form is a punishable offence under the Liech-
tenstein Criminal Code. The person subject to due diligence is to be informed of any amend-
ments immediately. If a member of the executive body is identified as beneficial owner, it is
confirmed by the signature of the undersigned that the investigations conducted have not re-
vealed any circumstances that would lead to the conclusion that the parties concerned are
beneficial owners through the holding, in particular the indirect holding of shares, voting
rights or profit-sharing rights or by control in another way.

B. Form for the identification of the ultimate beneficial owner of legal
entities referred to in Art. 3 (1) b) SPV (Form T)

Legal entity/account holder:

The following person has been identified as beneficial owner in accordance with
Art. 3 (1) b) SPV:

o anatural person who is an effective, non-fiduciary sponsor, founder or set-
tlor

o anatural or legal person who is a member of the foundation board or board
of directors and/or of the trustee

o a natural person who is a protector or person in a similar or equivalent
function

o a natural person who is a beneficiary

o a natural person who ultimately controls the legal entity through direct or
indirect ownership rights or in any other way

o a legal entity!, who is a beneficiary and meets the requirements stated in
Art. 2 (1) b) SPG. The appropriate proof is to be provided by the contract-

ing party.
Name of the natural person / Company name of the legal entity*
FOTENAME™ s
Date of birth/Date of establiShment ...
NatioNality™ o ——————————
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Home address/DomicCile address ..........cccccvevveeeiieieeceeeeee e
POSICOUB/ TOWN ettt ettt ettt
State of residence/country of dOMICIle ...

o a legal entity organised on a discretionary basis, that has been established
or is operated primarily in the interests of the following group of persons:

PIACE/DALE: e
For the contracting party:

1 The entry of a legal entity is only sufficient in the case of:
- alegal person who is a member of the foundation board or board of directors, or trustee;
- beneficiaries, in respect of whom the contracting party provides proof that a legal entity
as defined in Art. 2 (1) b) SPG is concerned in this case.

Fields marked * are only to be completed for natural persons.

Deliberately providing false information on this form is a punishable offence under the Liech-
tenstein Criminal Code. The person subject to due diligence is to be informed of any amend-
ments immediately.
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Annex 2139
(Art. 11a (3))

Form for recording the identity of the recipients of the
distribution of legal entities organised on a
discretionary basis referred to in Art. 7a SPG
(Form D)

Distributing legal entity/account holder:

o Distribution to a natural person or a legal entity*, that does not meet the
requirements of Art. 2 (1) b) SPG.

'I_'he following natural person has been identified as a recipient of the distribu-
tion:
NAME
FOTENAME s
Date of Dirth o
NAtiONAlILY oo
HOME QUNESS e
POSICOOEITOWN e
State of residence
o Distribution to a legal entity having exclusively charitable or non-commer-
cial objectives as defined in Art. 2 (1) b) SPG, that are of benefit to the

community and which are verifiably exempt from income tax in their state
of residence. The evidence is to be provided by the contracting party.

The following legal entity has been identified as recipient of the distribution
pursuant to Art. 2 (1) b) SPG:

Company name of the legal entity ...
POSICOORITOWN it

139 Annex 2 amended by LGBI. 2017 no. 215.
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Country of dOMICHIE ........cviiviii e
Currency and amount of the diStribution: ............ccoceceirniiince
Year in which the distribution is made: ...
Place/Date: oo
For the contracting party:

Deliberately providing false information on this form is a punishable offence under the Liech-
tenstein Criminal Code. The person subject to due diligence is to be informed of any amend-
ments immediately.

* State the natural persons who are deemed to be beneficial owners of the legal entity pursu-
antto Art. 3 SPV.
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Annex 3140
(Art. 26 (4))

Indicators of money laundering, organised crime and
financing of terrorism

. Significance of the indicators

The indicators listed below are general indicators of money laundering, organ-
ised crime or financing of terrorism. In the light of this, allocation to categories
Il to VI is based solely on practical experience and does not imply exclusive
relevance to the category in which an indicator appears. The purpose of this
list is to support the persons subject to due diligence in the performance of their
duties and to give them an indication of the circumstances or behaviour pat-
terns that would require investigation under the Act. This aid is consequently
not designed to assist with identification of indicators but to ensure that tar-
geted, risk-based procedures are applied in respect of specific investigations in
the performance of due diligence. One single indicator may therefore arouse a
suspicion that would give rise to the reporting obligation referred to in Art. 17
(1) of the Act, if in the course of the specific investigations carried out no plau-
sible explanation for the circumstances can be found. As a rule, however, the
coincidence of several criteria or a lack of plausible explanations might arouse
a suspicion of money laundering, predicate offences to money laundering, or-
ganised crime or financing of terrorism and would therefore give rise to a re-
porting obligation.

Generalised statements from the customer (contracting party or beneficial
owner) on the background to transactions that require investigation are not suf-
ficient. It is important to emphasise that it will not be possible to accept every
customer explanation at face value. The person subject to due diligence shall
verify the plausibility of each customer statement to the best of their ability. If
there may be a plausible explanation for the operation and consequently there
appear to be no grounds for suspicion, this shall be recorded accordingly. For
this reason, the list below does not contain any mitigating factors. Identifying
such elements is the purpose of the investigations they have given rise to. If
the investigations reveal there may be no plausible explanation for the trans-
actions or circumstances for the person subject to due diligence, a suspicion of
money laundering, predicate offences to money laundering, organised crime
or financing of terrorism cannot be entirely ruled out and this will give rise to
the reporting obligation referred to in Art. 17 (1) of the Act.

140 Annex 3 amended by LGBI. 2019 no. 232, LGBI. 2019 no. 350 and LGBI. 2020 no. 218.
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The following list of indicators is considered as a tool for the identification of
indicators and is not exhaustive. This means that in the performance of due
diligence, even indicators not listed in this annex require specific investiga-
tions to be conducted. In view of the above statements, it would not be permis-
sible to assume that several indicators have to be identified before giving rise
to the reporting obligation referred to in Art. 17 (1) of the Act either.

Il. General indicators

1. Transactions, in which assets are withdrawn shortly after being deposited
with the person subject to due diligence (transitory accounts and transac-
tions).

2. Transactions or structures where it is difficult to understand why the cus-
tomer has chosen precisely this person subject to due diligence or this of-
fice for his business.

3. Transactions that cause an account that had previously been largely
dormant suddenly to become very active.

4. Transactions or structures that are inconsistent with the experience the
person subject to due diligence has of the customer and the purpose of the
business relationship.

5. Transactions or structures that are not financially plausible or where the
contracting party takes no interest in the cost of processing the business
transaction.

6. Lack of cooperation on the part of the customer in the identification and
verification of the identity of the contracting party or the beneficial owner
as referred to in Art. 5 (2) of the Act.

7. Unexpected or frequent change of beneficial owner.
8. Unexpected change in the person subject to due diligence.
9. Unexpected or frequent changes in the ability to contact the customer.

10. Customer deliberately supplies false or misleading information or refuses
to supply the documents and information necessary for the business rela-
tionship and the information and documents that are customary for the
business in question.

11. Customer receives transfers from a country having a notoriously high
crime rate (e.g. extremely widespread corruption, terrorism and large-
scale drug production) or arranges transfers to such a country.

12. Attempt by the customer to place the person subject to due diligence in a
situation of dependency.

13. Clear discrepancy between performance and consideration, and purchase
of assets by transfer of obviously lower-value assets.
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.
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Obvious attempt by the customer to avoid or refuse personal contact
sought by the person subject to due diligence.

Business relationships with legal entities that are not registered in public
registers or databases and from which no equivalent confirmatory docu-
ments as referred to in Art. 8 (2) SPV can be obtained.

In personal meetings customer is always accompanied by other persons
whose function is not apparent and who are involved in the shaping of the
business relationship.

The customer provides contact details which do not match the contact de-
tails (address, telephone number) of the customer at his permanent resi-
dence.

Large-scale project transactions where the major part of the funding is ap-
parently to be secured by investors who are not specifically named.

Customer requiring a significant amount of discretion that goes beyond
what is usual in the industry.

Customer request to close accounts without leaving any trace in the docu-
mentation (paper trail) and to open new accounts in his name, in the name
of his family members or in the name of persons who are otherwise known
to be his close associates.

Customer request for receipts for cash withdrawals or deliveries of secu-
rities which have not in actual fact been made or where the assets with-
drawn have been immediately re-deposited with the same institution.

Customer request for payment orders to be executed where incorrect payer
details have been stated.

Customer request for certain payments to be routed through nostro ac-
counts of the person subject to due diligence or “one-time” accounts, ra-
ther than through the customer’s own accounts.

Request by the customer for loan guarantees which do not correspond to
the financial reality to be accepted or recorded or for fiduciary trust loans
for which a fictitious guarantee is recorded to be granted.

Indicators of offences punishable in a court of law on the part of the cus-
tomer in Liechtenstein or abroad.

Customer presents suspiciously new looking ID papers (for example, if
the issue date of a document does not appear to be consistent with its ex-
ternal appearance).

Specific indicators

Cash transactions
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1. Changing a substantial amount of bank notes (foreign and national) in
small denominations into large denominations.

2. Exchange of significant amounts of money that are not recorded on a cus-
tomer account.

3. Cashing cheques, including travellers cheques, for substantial amounts.

Purchase or sale of significant quantities of precious metals by occasional
customers.

5. Purchase of banker’s drafts on a significant scale by occasional customers.

6. Instructions for transfers abroad by occasional customers with no apparent
legitimate reason.

7. Repeatedly conducting cash transactions for amounts just below the limit
above which identification documentation is required.

8. Acquisition of bearer shares by means of physical delivery.

Bank accounts and custody accounts

1. Frequent withdrawals of large amounts of cash or cash deposits without
any apparent justification in the customer’s business, commercial or pri-
vate activities.

2. Use of financing methods commonly employed in international trade, but
where the use of such practices is not consistent with the customer’s
known business.

3. Structure of a customer’s business relationship with their bank that makes
no commercial sense (large number of accounts with the same institution,
frequent transfers between different accounts, excessive liquidity, etc.).

4. Granting of security by third parties who do not appear to be in a close
relationship with the customer.

5. Attempt by the customer to effect transfers to another bank with incom-
plete details of the payer or payee.

6. Acceptance of transfers from other banks that do not indicate the name or
the number of the account of the beneficiary or the order-giver.

7. Repeated transfers of large sums abroad with the instruction that the payee
is to receive the funds in cash.

8. Granting security for loans between third parties that do not conform to
market conditions.

9. Cash payments by a large number of different individuals to a single ac-
count.

10. Unexpected repayment of a non-performing loan.
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11.

12.

13.

14.

15.
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Use of pseudonym or numbered accounts for the execution of commercial
transactions for trading, business or industrial enterprises.

Withdrawal of assets, shortly after they have been credited to the account
(transitory account).

Opening accounts using names similar to those of other companies with
an intention to mislead.

Customer request to open several accounts with different core account
numbers without a plausible reason.

Customer urgently insists on immediate execution of an unusual transac-
tion.

Fiduciary transactions
Loans on a trust basis (back-to-back loans) with no identifiable, legally
permissible purpose.

Holding in trust of investments in operating companies whose shares are
not quoted on the stock exchange and to the activity of which the person
subject to due diligence is not given access for inspection.

Individual signing powers in addition to the person subject to due dili-
gence within the company structure or on company accounts.

Keeping expenses to a minimum by means of complex structures, where
the costs cancel out the supposed benefit.

Real estate transactions conducted on a trust basis that are clearly below
or above the market value of the property.
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©

Insurance transactions

1. A business relationship is to be entered into with legal entities where no
specific person is the beneficial owner.

2. Contracting party demands an individual guarantee declaration in addition
to the insurance policy.

3. Policy-holder enquires about unusual pay-out options (cash payment, pay-
ment to account abroad), which cannot be explained by his or her circum-
stances (e.g. relocation of residence abroad).

4. Granting authority without any plausible reason to a person who is not in
a sufficiently close relationship with the contracting party.

5. Issuing instructions to pay the sum insured to the beneficiary in cash.
6. Concluding several contracts in rapid succession with no plausible reason.

7. Customer urges particularly rapid conclusion of a contract involving high
amounts.

8. Customer enquires in advance about the possibility of cash payment for
the premium of an insurance contract or the opportunities for paying in-
surance premiums via foreign accounts.

9. Interest on the part of the policy-holder in the option of premature cancel-
lation or pay-out for no plausible reason.

10. Change in the stated payment process.

11. Overpayment of premiums, followed by an application for repayment to
third parties or abroad.

12. Use of a large number of sources for payment of premiums.
13. Significant premium top-ups for one policy.

TT services
Transactions are carried out using techniques that give greater anonymity.

Transactions with tokens, the exchange of which may only be effected in
very few places or exclusively internally.

Transactions structured so that they remain below the thresholds.
Execution of several transactions within a short time frame.
Execution of several high-volume transactions within one month.

Immediate forwarding of assets to various other TT service providers reg-
istered in states with strategic deficiencies.

7. Parking of assets on accounts with trading platforms and withdrawal with-
out trading in the meantime.

N oEom
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10.

11.

12.

13.

14.

15.

16.
17.

18.

19.

20.

21.

22.

23.

24.

(AVA
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Execution of several inward and outward transactions using the same TT
identifiers.

Execution of transactions from and to peer-to-peer service providers.
Use of cold storage wallets for cross-border transactions.

Insufficient knowledge and/or provision of inadequate information con-
cerning the reasons for and the recipient of the transaction and the origin
of the assets.

Execution of transactions originating from the organisers of Internet
money games or intended for them.

Execution of transactions using TT identifiers exhibiting a connection to
known fraud schemes, thefts or Darknet markets.

Execution of transactions to two or more TT identifiers, of which one trans-
action features a high volume and is then continuously transferred sepa-
rately to two or more TT identifiers, until the transaction volume is ex-
hausted ("Peeling-chain™).

Execution of transactions using TT service providers that are not subject
to supervision corresponding to domestic supervision.

High volume of inward payments upon opening of a business relationship.

Setting up of several accounts within a short period in order to circumvent
thresholds.

Attempting to set up or setting up several accounts using different names
in order to circumvent threshold in outward payments.

Establishment of business relationships in order to conduct transactions
via private individuals for business purposes.

Conducting a variety of exchange activities for a client particularly where
this results in disproportionate losses for the client.

Clients that use a TT Service provider platform using DNS Registrars that
suppress or override the owners of the domain names.

Clients that use the TT Service provider platform using an IP address as-
signed to software that promotes anonymity.

Frequent change of e-mail addresses, MAC addresses and other infor-
mation in connection with the checking and verification of the contracting
party.

Linking of debit or credit cards with wallets or accounts that permit the
withdrawal of high amounts of fiat money.

Indicators of terrorist financing
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1. Persons, businesses or organisations involved in the business relationship
are affected by a sanction order under the Law on the Implementation of
International Sanctions or have been reported, prosecuted or convicted in
connection with terrorist activities or financing of terrorism.

2. Transactions involving purported or unknown humanitarian organisa-
tions.

3. Frequent change of persons authorised to operate an account (contracting
party, beneficial owner etc.).

Frequent change of account authority in favour of third parties.

5. Frequent change of residence, telephone number, authorised agents or er-
ratically high rates of incoming and outgoing payments.

6. Signs of association with known fundamentalists or fundamentalist organ-
isations/institutions.

7. Indications of support for fundamentalist publications or actions.

8. Persons involved in the business relationship are presumed or known to
be "Foreign Terrorist Fighters" (FTFs) who actively take part in combat
operations outside their home country.

9. The customer exhibits behaviour that indicates signs of a radical or ex-
tremist mindset (for example, refusing to communicate or deal with fe-
male employees or employees of a different skin colour).

10. The customer opens several accounts with a large number of fairly small
sums passing through them.

11. The customer is noted as having gained access to his online banking ac-
count using an IP address from a conflict zone.

12. Lengthy absences abroad on the part of unemployed individuals/custom-
ers, whereas it is noted that funds continue to be deposited on the account
by (different) persons.

13. There are indications that the customer (repeatedly) travels to conflict
zones and has cash with him or obtains it locally (for example from cash
dispensers).

14. Several customers with different accounts transfer assets to the same re-
cipient with an account with an institution in a conflict zone.

15. The customer transfers assets in cash or by bank transactions to several
recipients in conflict zones.

16. Deposits by different parties to an account are promptly withdrawn in cash
for example, from cash dispensers, in conflict zones.

17. The customer donates his own assets or grants received using his account
or debit or credit cards to not-for-profit organisations or operators of reli-
gious websites that preach radicalism, extremism or violence.
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18.

19.

20.

21.

22.
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Before going on trips to conflict zones the customer takes out (life) insur-
ance policies or takes out loans for which persons other than himself are
appointed beneficiary.

The customer draws out cash in conflict zones using a debit or credit card.

Sudden use of debit or credit cards in conflict zones after not using them
for months.

The customer applies to open an account and intends to pay in cash in non-
convertible currencies (for example, from conflict zones).

A not-for-profit organisation uses assets for purposes that are demonstra-
bly inconsistent with their designated aim and suitable for terrorist financ-

ing.
Indicators of tax offences

Untraceable, substantial transactions inconsistent with the business profile
in connection with the customer’s business activity.

Payment or receipt of remunerations (for example, fees) to or from com-
panies with no commercial business operation or without substance or
connection between the counterparties, where the aim represents finan-
cially unjustifiable re-invoicing.

Termination of business relationships, for which AIA (Automatic Ex-
change of Information) reporting is imminent and/or reinvestment of the
assets in question in products/structures aimed at avoiding AIA reporting.

Documents show signs of inconsistencies that are used to establish the
plausibility of atypical or unusual transactions, particularly if an invoice
voucher does not contain the details in terms of form for invoices from the
country in question normally required by the person subject to due dili-
gence on the basis of its general business activity (for example, no VAT
identification number, no invoice number, no address).

A legal entity is classified as an "Active Non-Financial Entity", where
there is no information or documentation to establish the plausibility of
this classification in accordance with the provisions of the AIA Act and
the AIA fact sheet from the Tax Administration.

A contracting party requests co-operation with or provision of services
that may encourage a fiscal offence (for example, request for anonymised
vouchers or asking for various items in vouchers to be omitted).

A contracting party requests "retained correspondence” as the sole ship-
ping instruction without a plausible reason.

There is contradictory or inconclusive information concerning the tax
domicile of the customer as laid down in the provisions of the AIA Act
and the AIA fact sheet from the Tax Administration.
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9. The person subject to due diligence is aware of a prosecution for tax of-
fences or pending administrative assistance proceedings in tax matters
against the contracting party.

10. The person subject to due diligence obtains knowledge of endeavours that
have been initiated, but have clearly not been completed in connection
with settling the customer’s tax affairs.

VI. Indicators of corruption

1. Payments in connection with state contracts or contracts from state-owned
companies are transacted via offshore companies.

2. Unusually high commission payments or payments for corporate hospital-
ity and/or gifts.

3. Payments in connection with major state contracts that have been awarded
without transparent tendering procedures.

4. Payments are noticeably disproportionate to the products/services sup-
plied.

5. There is no documentation or inadequate documentation of contracts
available or it has been noticed that they have not been granted on market
terms.

6. Loans are granted without contracts or these contracts lack essential ele-
ments.

7. No measures are taken by creditors in the event of non-repayment of loans.
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SPV

States with strategic deficiencies

States with strategic deficiencies are:
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Afghanistan

Bahamas

Barbados

Botswana

Democratic People’s Republic of Korea (DPR)
Ghana

Iraq

Iran

Jamaica

. Yemen

. Cambodia

. Mauritius

. Mongolia

. Myanmar (Burma)
. Nicaragua

. Pakistan

. Panama

. Zimbabwe

. Syria

. Trinidad and Tobago
. Uganda

. Vanuatu

141
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Transitional and Implementation Provisions

952.11 Ordinance on professional due diligence for the
prevention of money laundering, organised crime and
financing of terrorism (Due Diligence Ordinance; SPV)
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952.11 Transitional provisions

Liechtenstein Legal Gazette
2015 no. 249 issued on 25 September 2015

Ordinance
of 22 September 2015

on the amendment of the Due Diligence
Ordinance

Transitional provision

For all business relationships existing at the time at which this Ordinance
comes into force!#?the identification of the beneficial owners referred to in Art.
2 (1) e) of the Act and Art. 3 (1) of this Ordinance must be documented in
accordance with Art. 11 (1) by 31 December 2016. The FMA is providing
forms which the persons subject to due diligence may use for documentation
purposes.

142 Entry into force: 31 December 2015.
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Liechtenstein Legal Gazette
2015 no. 250 issued on 25 September 2015

Ordinance
of 22 September 2015

on the amendment of the Due Diligence
Ordinance

Transitional provisions

1) If in the case of business relationships existing at the time at which this
Ordinance comes into force!#3, the identification and verification of the identity
of the beneficial owner has to be repeated, the persons subject to due diligence
shall apply the new law.

2) For business relationships existing at the time at which this Ordinance
comes into force, the persons subject to due diligence shall identify the beneficial
owner using the relevant form referred to in Art. 11a (2) in accordance with the
new law:

a) for business relationships to which enhanced due diligence is to be applied
in accordance with Art. 11 of the Act, by 31 December 2018 at the latest;

b) for all other business relationships by 31 December 2020 at the latest.

143 Entry into force: 1 January 2016.
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Liechtenstein Legal Gazette
2017 no. 215 issued on 25 August 2017

Ordinance
of 22 August 2017

on the amendment of the Due Diligence
Ordinance

Transitional Provisions

1) The internal instructions referred to in Art. 31 are to be adapted to the
new law by 1 March 2018.

2) In derogation of Art. 37b (3) the first notification pursuant to Art. 37b
(1) shall be made by 30 June 2018.

Entry into force and invalidity

1) Subject to (2) to (4) this Ordinance shall enter into force on 1 September
7.
2) Art. 21 (1a), Art. 25 (1) introductory sentence, (2) and (3) and Art. 28

(6) shall enter into force on 1 June 2018.
3) Art. 22b and 36 (5) shall enter into force on 1 March 2018.
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4) Art. 1 (2) shall enter into force simultaneously with the resolution of the
EEA Joint Committee concerning the adoption of Directive (EU) 2015/849.14

5) Upon entry into force of the resolution of the EEA Joint Committee con-
cerning the adoption of Regulation (EU) 2015/847, Art. 1 (3) shall cease to be
valid.1#

144 Entry into force: 1 August 2019 (LGBI. 2019 no. 188).
145 Entry into force: 1 August 2019 (LGBI. 2019 no. 189).
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Liechtenstein Legal Gazette
2019 no. 350 issued on 16 December 2019

Ordinance
of 10 December 2019

amending the Due Diligence Ordinance

Transitional provision

Persons subject to due diligence referred to in Art. 3 (1) r), s) and t) of the
Act having commenced their business activity prior to and including 30 June
2020, shall in the first year, in deviation of Art. 37b (1) a) additionally report
the data and information referred to in Art. 37 (1) a) to g) and (6a) for the
period from 1 January 2020 to 30 June 2020 by 31 August 2020 using a read-
able data format laid down by the FMA.
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Liechtenstein Legal Gazette
2020 no. 218 issued on 9 July 2020

Ordinance
of 7 July 2020

amending the Due Diligence Ordinance

1.
Entry into force

1) Subject to (2) this Ordinance shall enter into force at the same time as
the Decision of the EEA Joint Committee concerning the adoption of Commis-
sion Delegated Regulation (EU) 2020/855%¢ 147,

2) Annex 4 nos. 2to 4, 6, 9, 11 to 15, 17 and 18 entered into force on 1
October 2020.

146 Commission Delegated Regulation (EU) 2020/855 of 7 May 2020 amending Delegated
Regulation (EU) 2016/1675 to supplement Directive (EU) 2015/849 of the European Par-
liament and of the Council having regard to the inclusion of the Bahamas, Barbados, Bot-
swana, Ghana, Jamaica, Cambodia, Mauritius, Mongolia, Myanmar/Burma, Nicaragua,
Panama und Zimbabwe in the table under Number | of the annex and the deletion of Ethio-
pia, Bosnia and Herzegovina, Guyana, the Lao People’s Democratic Republic, Sri Lanka
and Tunisia from that table (OJ. L 195 of 19.6.2020, P. 1).

147 Entered into force on: 15 July 2020 (LGBI. 2020 No. 222).
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